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Using the technology of the world wide web 
to manage clinical information 

Hamish S F Fraser, Isaac S Kohane, William J Long 

Practising medicine increasingly requires managing information, 
particularly in hospital settings. A glance at a typical physician's pile of 
laboratory results, request forms, reports, and pending discharge 
summaries is sufficient reminder of this. In the past hard work and good 
organisation could usually deal with this paper trail, but there is now 
increasing evidence that important information is lost or misinterpreted 
even in the best hospitals. (1) In addition, the rapid growth in medical 
knowledge, particularly the biomedical literature, is further taxing our 
ability to provide optimum care. (2) However, we are starting to see real 
clinical benefits from computerisation of clinical data.Q, 4) 

Early clinical computing systems were plagued by incompatible 
standards and lack of potential for growth. A few comprehensive 
systems were built in specific hospitals but have proved difficult to 
transport to other settings. Many commercial systems have been used, 
but they rarely offer the ability to connect to competing systems, often 
making it difficult even to access basic laboratory data on the wards. 
With the development of the internet and world wide web, however, it is 
becoming possible to create comprehensive information systems that are 
easy to learn and use and relatively quick to develop. In this article we 
focus on examples of hospital information systems, but, as 
communication security improves, many of these approaches should 
apply equally well in general practice. (5) 

The internet, world wide web, and intranets 

It should be no surprise that the internet and the world wide web have 
important potential for clinical medicine. The internet is above all a 
communication system, and hospitals have made great use of innovative 
communication systems over the years (such as pagers, internal 
telephones, air tubes, and fax machines). However, text has stubbornly 
remained paper based in most hospitals. As a result, problems of 
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legibility and loss of patient notes are daily occurrences.(6) 

The internet was developed to link together computers of different 
makes and operating systems, just the situation in many hospitals. A 
central design principle of internet based programs is the separation into 
clients and servers. A server is a program or programs that runs on a 
computer that stores information and processes requests from users. A 
client is a computer program that runs on the user's machine and 
communicates with servers to access or provide data. A typical example 
of this arrangement is the use of a program like Netscape (a web client 
or browser) to collect information from a web site (a web server). 


Summary points 

The rapid increase in medical information requires new methods of 
accessing and organising data 

The technologies of the world wide web are increasingly being used 
to manage information within organisations Web sites can be rapidly 
set up to display text, images, and even video clips 

Diagnosis programs linked to web sites can be effectively integrated 
into clinical settings Web technologies provide open standards for 
developing comprehensive medical information systems 


The world wide web provides the additional benefit of displaying 
formatted text and images. Documents are organised with "hyperlinks." 
These are highlighted areas of text or images on web pages that allow 
users to jump to other documents at the click of the mouse, providing an 
intuitive way of accessing information. Finally, programming languages 
that can run in web pages and on most makes of computer are now 
available (such as Java(7)). This allows calculations and other 
processing to be performed in web pages and simplifies the process of 
exchanging useful programs. 

Web technologies are increasingly used on private networks inside 
organisations. These "intranets" bypass many of the concerns about data 
security on the web but retain its flexibility and potential for rapid 
development. Most applications described here are of this sort. These 
web technologies provide standards and common languages for 
communication between computers, and their specifications and 
construction have been published. Therefore, data and programs can be 
freely shared, avoiding constant duplication of effort and simplifying 
upgrading. 

The ABC of Medical Computing (8) and similar books provide a general 
introduction to the internet and the world wide web. 

Basic web sites for clinical data 
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The world wide web was developed to display research papers and 
hence is a natural medium for clinical articles, reviews, and guidelines. 
Text can now be prepared with a conventional word processor - such as 
Word or WordPerfect - or with an HTML (hypertext mark-up language) 
editor - such as Microsoft Front Page or Netscape Gold. Images can be 
scanned into files or created with a drawing program. Many modern 
computers allow sound files to be recorded with a microphone. More 
sophisticated programs allow whole lectures to be linked to a web page 
(such as Real Audio) and video recordings to be converted to a computer 
format such as Quicktime. Slide making programs now allow slides to 
be converted to web pages, which can be useful for previewing lectures 
and other teaching material. 

Interactive web sites, forms, and decision support 

Static web documents become more powerful tools when users can enter 
data and receive specific data or advice. HTML forms allow entry of 
data that is then processed by the server ( see fig 1 ). Programs on the 
server can allow users to search for names or key words (such as in a 
hospital physician directory). Patients can be registered in the system 
with these forms, and tests can be ordered, with the request being sent to 
the laboratory either by email or as a direct entry in the laboratory 
database. Finally, patients can be given specific advice by means of 
diagnostic or decision support programs linked to the web server.(9) 


Benefits of putting documents on a web site 

• Publishing is instantaneous, just by saving the file 

• Any additions, updates, and corrections are immediatly available to 
all users 

• Information from various sources (local, regional, and 
international) can be linked together to form an organised body of 
knowledge 

• Access to documents can be restricted to one institution, or even to 
a small subgroup, by means of password protection 

• With modern computers, high quality full colour reproduction of 
images, animation, and sound are possible at minimal cost 

• Printouts of forms for clinical data and guidelines or instruction 
sheets for patients are immediately available anywhere there is a 
printer 


All these interactive functions require some kind of program on the web 
server or in the web page. While these are usually written by 
experienced programmers, it has recently become possible to create 
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search programs, send email messages, and even store patient details in a 
database without real programming skills (such as with FrontPage). 

Decision support systems 

Decision support is the process of providing relevant information to help 
with decision making. Textbooks, journal articles, and guidelines are all 
examples, but it usually means more specific advice such as clinical 
decision trees, calculators for clinical parameters, or expert systems. All 
these methods can easily be connected to web pages, which provide a 
uniquely powerful way of combining this information in an organised 
and accessible form. 

Cardiology support system 

A typical example might be a "workstation 11 to assist management of 
heart disease. It would include textual material with relevant 
photographs and diagrams and with links to a Medline web site (such as 
http://www.healthgate.com ) and other sites covering heart disease. 
Programs to calculate adjustments to drug doses (such as dobutamine) 
could be written for the web page (with Java) or on the server. Similarly, 
logistic regression models developed from clinical studies can be easily 
implemented in a web site - an example of a guide to the probability of 
myocardial infarction in patients presenting with chest painQO) is 
demonstrated on the web site 

htt p://medg.lcs.mit.edu/cardiac/chestpain.htm . Programs are also 
available to display electrocardiograms and radiographic images in web 
browsers. 

The cardiology web pages could be linked to a large diagnostic program 
such as the Heart Disease Program or DXplain(9) for more complex 
cases. We have been developing the Heart Disease Program to help with 
diagnosing haemodynamic dysfunction and heart failure. (JJ_) It is a large 
program that needs to run on a powerful computer linked to a web 
server. Doctors can enter the details of a patient using forms 
implemented as web pages (fig 1). Once the data are entered the form is 
submitted by clicking a button; the program then checks the initial page 
and asks for further details of important items, including timing and 
severity of findings. When data entry is complete the diagnosis is 
returned in one to two minutes. The program also provides a full 
explanation of each diagnosis and a description of the likely underlying 
physiological states of the patient's cardiovascular system (a 
demonstration is available on htt p://medg.lcs.mit.edu/p roj ects/hdp/hd p- 
world.html ). We are using this web input system in the New England 
Medical Center to perform a clinical trial of the program's potential for 
giving useful advice to physicians.(12) 

To complete the workstation it is necessary to keep records of patients 
entered into the system. This allows users to refer back to specific 
patients, and for checks to be made and feedback given on the quality of 
advice. A link to a standard database can allow collection of the relevant 
data, but the real benefits are seen by integrating programs into a 
comprehensive clinical information system. Then information only has 
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to be entered once and cross checks can be made between different types 
of data such plasma creatinine concentration and drug dosing. The above 
functions can now be implemented in a few weeks or less (apart from 
full integration into the hospital system). 

Linking to other hospital databases and information sources 

W3-EMRS, an electronic medical records system, was developed at the 
Massachusetts Institute of Technology and the Boston Children's 
Hospital to provide a common communication system and overcome the 
problem of connecting multiple systems of varying ages.Q3 14) 
Different databases (such as for patient registration or laboratory tests) 
typically organise data differently, use different vocabularies, and run on 
different management systems. Each database is linked to a program, the 
SiteServer, which converts the data to a common format (or code) for 
medical information called Health Level 7 (figJ2).Q5) The data are then 
linked together by another program and displayed as web pages. The 
beauty of this system is that each database needs only one translation 
program. Just as importantly, the users need only a web browser (such as 
Netscape), which runs on most modern computers. The hospital can 
combine information from the old and new systems, which may be in 
different sites, but users have only to learn the one web display. 

The system contains three layers: the database, the programs for 
translation and formatting of data, and the web browser. This design is 
an extension of the "client-server" approach described above, which 
allows each part of the system to be designed and written separately. As 
long as each component can pass information to the other parts, it does 
not matter how they are written, or which programming language was 
used. 

W3-EMRS has been rewritten in Java and several other programming 
languages. The original system is being used daily in the endocrinology 
clinic of the Boston Children's Hospital. A prototype system is running 
as a demonstration project connecting databases from three major 
Boston hospitals into one web display. These demonstrations can be 
viewed on the web at htt p://www.emrs.or g/. Another version is currently 
being developed to link together Boston's Beth Israel and Deaconess 
hospitals. Additional projects are adding displays for real time signals 
such as electrocardiographic data in intensive care units.(16 17) The 
system's architecture is currently an "open system" and may therefore be 
implemented by interested hospitals. Similar systems are being 
developed in several other centres, particularly the CERC ARTEMIS 
project in West Virginia(5) and at Columbia Presbyterian Hospital in 
New York.(18) 

Security, confidentiality, and validity of medical data 
Confidentiality of data 
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Patient confidentiality is of great importance, especially with regard to 
clinical databases and the internet. At present, few systems send data 
over the internet; almost all systems operate only within the private 
hospital network (intranet), possibly with telephone connections for 
doctors at home. Those systems that do have internet connections use a 
"firewall," a computer that screens all connections to the internet and 
prevents inappropriate transfer of data.(5) There is a strong drive from 
commercial internet users to provide secure data transfer for credit card 
numbers and other personal data, leading to the creation of several 
secure systems and the use of encryption. These approaches should soon 
provide adequate security to transmit confidential clinical data, but until 
then great caution must be exercised. 

This year, the United States National Research Council assessed 
methods for protecting patient confidentiality in electronic medical 
record systems and recommended adopting several technical and policy 
approaches/ ! 9) In one test project most of these recommendations have 
been implemented within the W3-EMRS framework (see 
http://freya.bidmc.harvard.edu/careweb.htm ). This includes the use of 
"smart cards" that contain a computer chip to create constantly changing 
passwords (recently discussed in the BMJ (20)). 

Validity of data 

A second concern is that articles or programs accessed over the internet 
may be inaccurate or otherwise untrustworthy. Limiting use of the 
internet to the sites of well established organisations such as the BMJ 
provides reassurance, but it would be much more useful if all sites of 
potential interest were screened and certified by competent bodies such 
as journals or medical schools. 

A method for implementing this has been developed by Jim Miller and 
Paul Resnick at the W3-Consortium.(2 1 ) They have created a system to 
label web pages that can be used to restrict access to certain sites (for 
example, to limit children's access to unsuitable material). Dr Miller has 
demonstrated how this system can be used to filter medical web pages 
depending on various criteria such as relevance, accuracy or reliability 
of content, and appropriateness for specific audiences. 

An additional method for certifying text or computer programs is the use 
of digital signatures. (19) These mathematical techniques provide a high 
degree of certainty that a page or program has not been tampered with 
and can reliably identify the author. Methods of this sort are necessary to 
ensure that electronic documents can be unequivocally authenticated by 
doctors. 

Conclusions 

The different applications described above each have a role in modern 
medical care, but they cannot realise their full potential unless linked 
into an integrated whole. Entering clinical data into computers is time 
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consuming, especially for sophisticated diagnostic programs such as the 
Heart Disease Program or DXplain.(9) However, much of the data (for 
example, patient details, laboratory tests, and radiology and pharmacy 
data) is already entered on one or other computer in an average hospital. 
Linking these computers together creates the opportunity to check 
different parts of the data against each other. 

A few well integrated systems - such as those at the Beth Israel Hospital 
in Boston and the Regenstrief Hospital in Indiana - now provide some of 
these functions. For example, doctors receive email reminders if they 
prescribe a drug to which the patient has an allergy, use an incorrect 
dose, or do not act on an abnormal investigation (such as a low CD4 cell 
count in a patient infected with HIV). There is evidence that these 
reminders can improve patient management and reduce costs. (3 4) 

The aim of a hospital information system should therefore be to combine 
all the available information into one integrated whole. Users can then 
review the data anywhere in the hospital (or at home), perform analyses, 
and receive reminders of potential problems. W3-EMRS and similar 
systems provide a solution to combining information from different 
sources, which allows the use of a variety of decision support tools. The 
plan for many hospitals is to move all their data over to one large 
modern SQL (structured query language) database. Users will then be 
able to view and add to that data using a variety of client programs such 
as web browsers. This approach greatly simplifies the job of searching, 
analysing, and maintaining the data. The W3-EMRS approach should 
allow many of these benefits straight away and can adjust to a larger 
central database without users being aware of the change. Meanwhile, 
hospitals can start constructing web based systems in the knowledge that 
they can grow by linking in other publicly available or commercial 
systems, building to the goal of providing comprehensive access to 
clinical data. 
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